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Abstract: 

Manual moderation of Telegram groups requires administrators to monitor 

messages and respond to violations across multiple communities. This study 

presents the design of SmartBot, a centralised web platform for Telegram bot 

management and moderation. Requirements were derived from 

administrative experience, interviews with group owners and document 

analysis. The design combines a web dashboard, a Telegram-side moderation 

engine and persistent records of administrative and moderation activity. 

Process models, an entity relationship diagram and interface prototypes 

describe the proposed workflows. The design establishes a basis for 

implementation and pilot evaluation of moderation accuracy, responsiveness 

and administrative workload. 
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1. INTRODUCTION 

Telegram group administrators must identify spam, scams and prohibited content while 

maintaining normal discussion. The paper illustrates the development and workflow documented for 

DIGIT360 Sdn. Bhd, one of the early university startup in UiTM. The application relies on 

administrators to notice a message, assess it against group rules and decide whether to delete it or act 

against the sender. Moderation coverage therefore depends on administrator availability, especially 

when responsibility extends across several groups. 

SmartBot was designed as a web-based software-as-a-service platform for connecting Telegram 

bots, configuring group-specific moderation rules and reviewing moderation activity. The objective 

was to specify the requirements, data flows, data model and interfaces needed to support this 

workflow. 

2. LITERATURE REVIEW 

Telegram’s Bot API provides the integration surface for receiving updates and performing 

moderation actions, subject to the bot’s permissions in each group (Rahman et al., 2026; Telegram, n.d.). 
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This separates two design concerns. The bot handles message events and applies permitted actions 

within Telegram, while a web application can provide a common place to configure policies and review 

their effects across groups. 

In the project analysis, rules for known keywords and URLs were paired with planned AI-

assisted screening for suspicious messages (Saka, 2025; Bossi et al., 2026). Explicit rules give 

administrators direct control over recurring violations (Roy et al., 2025). Screening can flag messages 

outside those predefined patterns, while moderation records support review when a decision affects 

legitimate discussion (Singhal et al., 2023; Zhong et al., 2024). 

3. METHODOLOGY 

The team used an iterative systems analysis and design approach (Larman & Basili, 2003; 
Yusoff et al., 2026; Rosman et al., 2019; Rosman et al., 2021). Requirements were informed by the team’s 

experience administering Telegram groups, interviews with group owners and document analysis of 

existing moderation bots and reported scam patterns in Malaysia. The team compared the existing 

manual workflow with the proposed automated workflow and consolidated its observations into 

functional and non-functional requirements. 

The requirements were translated into a context diagram, a data flow diagram, a three-layer 

architecture, a hierarchical input–process–output representation, an entity relationship diagram and a 

data dictionary. Interface prototypes were prepared to show how administrators would configure bots 

and groups and review system activity. 

4. FINDINGS 

4.1 Requirements and Data Flows 

The design specifies account management, bot registration, group configuration, automated 

moderation, activity records, analytics, notifications and subscription controls. It also identifies 

performance, usability, reliability, security and privacy requirements, including bot-token encryption, 

row-level access controls and redaction of secrets from logs. 

Figure 1 defines the system boundary and exchanges with users and group administrators. 

Figure 2 expands the proposed data flows and shows how administrative inputs and moderation 

activity move through the system. 

 

Figure 1. Context diagram for SmartBot 



Malaysia Journal of Invention and Innovation (MJII) Volume 5, Issue 6 

 

32 

 

Figure 2. Data flow diagram for SmartBot 

4.2 System and Data Architecture 

The presentation layer provides the web dashboard. The application layer handles 

administrative workflows and interaction with the Telegram moderation bot. The data layer retains the 

records required for configuration, oversight and reporting. Figure 3 presents the entity relationship 

diagram, which links the information required to manage users, bots, groups and moderation activity. 
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Figure 3. Entity relationship diagram for SmartBot 

4.3 User Interface Prototypes 

Figures 4–6 show the public landing page, authentication and the administrative overview. 

Figures 7–8 show how administrators manage bots and groups. Figures 9–11 cover incident records, 

activity analytics and notifications. Figures 12–13 show the billing and settings interfaces. 
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Figure 4. Public landing page 

 

Figure 5. Login page 
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Figure 6. Administrative overview dashboard 

 

Figure 7. Bot management interface 
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Figure 8. Group management interface 

 

Figure 9. Moderation records interface 
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Figure 10. Moderation analytics interface 

 

Figure 11. Notification interface 
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Figure 12. Subscription and billing interface 

 

Figure 13. Settings interface 

5. DISCUSSION 

Centralising bot and group configuration gives administrators a consistent way to review 

policies and moderation records across groups. The process models identify where data enter the 

system and where administrative decisions are recorded. The interface prototypes make these 

interactions concrete and provide a basis for reviewing the design with group administrators. 

Incorrect classifications can allow harmful messages through or remove legitimate 

contributions. The design also depends on appropriate Telegram permissions, secure token handling 

and reliable webhook delivery. A pilot deployment could measure the proportion of valid and 

erroneous moderation actions, time from message receipt to action, and administrator workload before 

and after adoption. These outcomes were outside the scope of the design study. 
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6. CONCLUSION 

SmartBot specifies a centralised architecture for managing Telegram bots and group 

moderation. The requirements, process diagrams, data model and interface prototypes describe how 

administrators would configure policies, monitor activity and review moderation decisions. Together, 

these artefacts provide an implementation basis for evaluating the platform in a controlled pilot. 
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